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Environment
5 VM Set-up Using VMWare:
● File Server 

○ Ubuntu Server 
○ Samba

● SOC Machine 
○ Ubuntu Linux
○ Wireshark

● 2 Employee Workstations
○ Windows

● Attacker Machine
○  Kali Linux



Attack Overview

●Phishing Email
●Key Logger
●Credential 

Compomise
●Lateral Movement 



Phishing Email
● GoPhish campaign to SMTP4Dev email



Payload pt.1
←Fake media portal 
page that does a 
drive-by download 
and contains a 
keylogger.



Payload pt. 2

Boro
Media 
Portal 

Keylogger 
Results



Detection

Indicator of Compromise 



Impact



Impact



Documentation
Documented indicators of compromise (IOCs) and findings 

Incident Response (IR) Report

Firewall Change Request (FCR) Form

https://docs.google.com/document/d/1mikggyj8bjyfEBR34PsAtc2gcgSi_3oew9aQ3dn0UbA/edit?usp=sharing
https://docs.google.com/document/d/1qvyy4oeczD9WBbNlJ7fTjVgHZ1H-KdvMxss3iE6BUm4/edit?usp=sharing


Vulnerabilities + Fixes
● Issues:

○ Weak passwords
○ User error
○ Open file shares

● Fixes:
○ MFA
○ Security training
○ Access controls



Future Improvements
● Switch to all Windows/macOS systems and integrate 

Active Directory for a more realistic enterprise 
environment

● Expand the lab for full enterprise realism (domain, 
users, policies)

● Simulate penetration testing scenarios on the 
environment

● Explore AI-assisted attack and detection techniques



Conclusion
● Initial access through phishing
● Credential use for internal access
● Lateral movement across systems
● Exposure of sensitive data

Emphasizes the importance of detecting and 
preventing credential-based attacks before they 
escalate and shows how small security gaps can 
quickly turn into major compromises.


